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DIGITAL SOLUTIONS

Moving towards real time risk 
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Hydraulic analysis, the corner stone of pipeline safety & performance
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What do we mean by asset “performance”
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Asset Performance Management

(APM)
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Pipeline performance optimization
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Pipeline Operations 
Objectives

Meet Regulatory 
Requirements

Improve Asset 
Effectiveness

Increase Safety

Reduce 
Environmental 

Impact

Improve Public 
Perception

Improve HSE 
Performance

Increase 
Shareholder Value

Optimize  Asset 
Availability

 Improve efficiency in 
meeting demand/

throughput

Improve capacity @ 
safe operating 

conditiuons

Reduce # Leaks

Strive for being Carbon 
Neutral

Reduce impact of 
incidents

Ensure alignment 
of compliance and 

operations

Improve 
regulatory 
reporting 
efficiency

Eliminate 
regulatory 
infractions

Target Zero major 
incidents

Strenghen Safety 
Barriers

Increase Impact 
Awareness

Reduce Human Error 
Incidents

Proactively Manage 
Incident Trends

Reduce injuries to 
employees and the 

public

Improve 
Transparency

Demonstrate 
Incident 

Reduction

Increase Public 
Education

Improve 
Operational 
Efficiency 

Improve Lifetime 
Return on Asset

Demonstrate 
security of supply

https://www.dnvgl.com/article/the-multiple-dimensions-of-asset-performance-management-166006

Reliable

Timely
Decision 
Making

https://www.dnvgl.com/article/the-multiple-dimensions-of-asset-performance-management-166006
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The journey towards operational risk and performance excellence

Chaos! Run to fail! Paper Records! No consistent business processes

Operating area or business areas individually get consistent processes and technology 

Initiatives and processes at a corporate/enterprise level, enterprise technology

Disaster waiting 
to happen

Localized 
Processes

Enterprise 
Management

Acquire & create Utilize Maintain Renew or Dispose

O
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Integrated operations with decision making based upon quantitative analytics utilizing 
verified & accessible data within and across all lifecycle stages and processes

Optimizing Asset 
Performance

Pipeline Lifecycle

Performance 
Objectives

Safety Public 
Perception

Environmental 
Impact

Asset 
Effectiveness

Economic 
Performance
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Pipeline Operations 
Objectives

Meet Regulatory 
Requirements

Improve Asset 
Effectiveness

Increase Safety

Reduce 
Environmental 

Impact

Improve Public 
Perception

Improve HSE 
Performance

Increase 
Shareholder Value

Optimize Uptime/
Availability

Optimize Throuhput 
Capacity

Optimize Security of 
Supply

Reduce # Leaks

Improve Time to 
Detect Leaks

Improve Response to 
Leaks

Increase # Assessments Done 
within Deadlines

Improve Regulatory Reporting 
Efficiency

Increase Efficiency of 
Compliance Obligations

Reduce Risk to 
ALARP

Strenghen Safety 
Barriers

Increase Impact 
Awareness

Reduce Human Error 
Incidents

Proactively Manage 
Incident Trends

Reduce Operational 
Errors

Improve 
Transparency

Demonstrate 
Incident Reduction

Increase Public 
Education

Improve Operational 
Efficiency 

Improve Lifetime Return on 
Asset

Minimize Environment & 
Safety Incidents

This Photo by Unknown Author 
is licensed under CC BY-SA

https://commons.wikimedia.org/wiki/File:Curved_Arrow.svg
https://creativecommons.org/licenses/by-sa/3.0/
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Spanning the lifecycle and operational boundaries
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Design

Utilize

Maintain
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The spectrum of managing risk
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Elimination

Substitution

Prevention

Control

Mitigation

Emergency 
response
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Breaking down lifecycle barriers
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90% of costs are 
locked in by the time 

the asset is 
commissioned

98% of lifetime cost is 
locked in by how the 

asset is designed, 
constructed and 

operated
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The need to break down operational barriers
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Safety, Damage 
Prevention, Integrity, …

“Back Office”

Control Room & 
Operations

Risk assessment and risk based operational decision support

D
ecide &

 act
Th

re
at

 A
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es
sm
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t

The types of exposure and the level 
of exposure to a threat is dynamic

Receptors can be 
dynamic

Our belief that there may be an 
active leak or rupture is dynamic

Operational profiles 
impact PoF



DNV GL © 26 February 2020

Achieving performance through asset centricity
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To achieve this… …we must address this… …by doing this

Breaking down 
information 

silos

Spanning 
operational 
boundaries

Advancing 
pipeline 
analytics

Reducing time 
to threat 
discovery
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The landscape needs to change
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External influencers, information and 
stakeholders

Risk assessment and risk based 
operational decision support

Control 
Room & 

Operations

“Back 
Office” How can technology help? 
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Data and “smart” equipment – increasing volume and complexity 
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This Photo by Unknown Author is licensed under CC BY-SA
Creative Commons Attribution-Share Alike 4.0 Internationa

EquipmentIIOTEdge 
Computing

Private/public cloud

SCADA

…

…

…

SCADA

Control room 
application

http://mathematica.stackexchange.com/questions/11545/custom-arrow-shaft
https://creativecommons.org/licenses/by-sa/3.0/
https://en.wikipedia.org/wiki/en:Creative_Commons
https://creativecommons.org/licenses/by-sa/4.0/deed.en
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Combining engineering modelling and data driven analytics
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This Photo by Unknown Author is licensed under CC BY-NC

SCADA

(P, T, V, flow rate, …)

LDS

(∆P, leak rate, …)

Risk

(Exposure, PoF, Consequence, Risk)

AI/ML
Data

Insights

Decide 
& Act

Plan Demand( t )

http://pngimg.com/download/26973
https://creativecommons.org/licenses/by-nc/3.0/


DNV GL © 26 February 2020

Technology is our enabler
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SCADA

…

…

…

This Photo by Unknown Author is licensed under CC BY-NC

EquipmentIIOTEdge 
Computing

“Devolved” analytics 
and decision making

Private and public cloud

http://pngimg.com/download/26973
https://creativecommons.org/licenses/by-nc/3.0/
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So….why do we need to do risk assessment near real-time?
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D
ecide &

 act
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Enabling action to be taken in a timely manner
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Pipeline system elements and causes of failure
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0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

COOLER

SCRAPER/PIG TRAP

STOPPLE FITTING

STRAINER/FILTER

DEHYDRATOR/DRIER/TREATER

PRESSURE VESSEL

HOT TAP EQUIPMENT

METER

REPAIR SLEEVE OR CLAMP

SEPARATOR/SEPARATOR FILTER

DRIP/DROP COLLECTION DEVICE

FLANGE

TUBING

AUXILIARY PIPING (E.G. DRAIN LINES)

INSTRUMENTATION

RELIEF LINE

COMPRESSOR

REGULATOR/CONTROL VALVE

WELD, INCLUDING HEAT-AFFECTED ZONE

OTHER

VALVE

PIPE

Incidents by item involved

0% 5% 10% 15% 20% 25% 30% 35% 40%

EQUIPMENT FAILURE

INCORRECT OPERATION

OTHER INCIDENT CAUSE

OTHER OUTSIDE FORCE DAMAGE

NATURAL FORCE DAMAGE

CORROSION FAILURE

MATERIAL FAILURE OF PIPE OR WELD

EXCAVATION DAMAGE

Pipe only - Cause of failure
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The major causes of incidents
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0 10 20 30 40 50 60 70

EXTERNAL CORROSION

INTERNAL CORROSION

Corrosion - sub threat

LEAK RUPTURE

0 20 40 60 80 100 120

EXCAVATION DAMAGE BY OPERATOR
(FIRST PARTY)

EXCAVATION DAMAGE BY OPERATOR'S
CONTRACTOR (SECOND PARTY)

EXCAVATION DAMAGE BY THIRD PARTY

PREVIOUS DAMAGE DUE TO EXCAVATION
ACTIVITY

Excavation Damage  - sub threat

LEAK MECHANICAL PUNCTURE OTHER RUPTURE

0 5 10 15 20 25 30 35 40

CONSTRUCTION-, INSTALLATION-, OR
FABRICATION-RELATED

ENVIRONMENTAL CRACKING-RELATED

ORIGINAL MANUFACTURING-RELATED (NOT
GIRTH WELD OR OTHER WELDS FORMED IN THE

FIELD)

Material Failuire - sub threat

LEAK OTHER RUPTURE

0 10 20 30 40 50 60 70

DATA NOT COLLECTED

OTHER

PREVIOUS DAMAGE

LOCATING PRACTICES NOT
SUFFICIENT

EXCAVATION PRACTICES NOT
SUFFICIENT

ONE-CALL NOTIFICATION
PRACTICES NOT SUFFICIENT

Excavation Damage – root cause

Ticket -NO Ticket - YES

Risk based ticket management

Improved Surveillance 

Practices and information quality



DNV GL © 26 February 2020

Example solution – one call ticket risk assessment
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What is the risk associated with the excavation?

 Are special sites impacted? 

 Could we have continuity of service?

Meet demand / how many customers impacted?

Risk based prioritization and response

Area isolation

Loss of supply

# Customers

Simulate leak

Temp, Flow, velocity

Dispersion

Distance/concentration

Fire & radiation zones

Distance to safe overpressure 
level

Probability of damage occurring

Contractor performance

Method susceptibility

Resistance & Mitigation
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A specific challenge in the industry: PHMSA NPRM
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“PHMSA is proposing to revise the Pipeline Safety Regulations applicable to newly 
constructed and entirely replaced onshore natural gas transmission and hazardous 
liquid pipelines to mitigate ruptures. Additionally, PHMSA is revising the 
regulations regarding rupture detection to shorten pipeline segment isolation 
times. These proposals address congressional mandates, incorporate 
recommendations from the National Transportation Safety Board, and are 
necessary to reduce the consequences of large-volume, uncontrolled releases of 
natural gas and hazardous liquid pipeline ruptures.”

“…
These two incidents [San Bruno, Kalamazoo] are examples of release 
events where consequences can be significantly aggravated by some 
combination of missed opportunities by operators, including: (1) 
Identifying that a rupture has occurred; (2) failing to take appropriate 
and prompt action(s) once a rupture has been identified, including 
calling 911 following the rupture, activating emergency response 
protocols, and notifying first responders and public officials; and (3) 
failing to promptly access and close available segment isolation valves 
that would be most beneficial for mitigating the impact of the rupture. 
“



DNV GL © 26 February 2020

What can risk do for us when we are in the red zone?
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Risk  = 
Probability of failure 

X
Consequence of failure

Prioritize actions by segment risk level

PoF is our “prior” belief that a failure could occur 
at a point in time and at a defined location 

Prioritize by consequences 

Prioritize by locations where there is the highest 
potential for risk exposures to have increased
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Find out more about APM for pipelines
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https://www.dnvgl.com/article/the-multiple-dimensions-of-asset-performance-management-166006

https://www.dnvgl.com/article/the-multiple-dimensions-of-asset-performance-management-166006
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SAFER, SMARTER, GREENER
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Thank you for your attention

22

Tom.gilmour@dnvgl.com
+1 2891 222 8976
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